CHAPTER 15

RISK MANAGEMENT

15.1 RISK AS REALITY whether if it is written down, or whether you
understand it. Risk does not change because you
Risk is inherent in all activities. It is a normal con-hope it will, you ignore it, or your boss’s expecta-
dition of existence. Risk is the potential for a negations do not reflect it. Nor will it change just
tive future reality that may or may not happen. Riskbecause it is contrary to policy, procedure, or
is defined by two characteristics of a possible negaegulation. Risk is neither good nor bad. It is just
tive future event: probability of occurrence how things are. Progress and opportunity are
(whether something will happen), and conse-companions of risk. In order to make progress, risks
guences of occurrence (how catastrophic if it hapmust be understood, managed, and reduced to
pens). If the probability of occurrence is not knownacceptable levels.
then one hasncertainty and the risk is undefined.
Types of Risk in a
Risk is not a problem. It is an understanding of thesystems Engineering Environment
level of threat due tpotentialproblems. A prob-
lem is a consequence that has already occurred.Systems engineering management related risks
could be related to the system products or to the
In fact, knowledge of a risk is an opportunity to process of developing the system. Figure 15-1
avoid a problem. Risk occurs whether there is ashows the decomposition of system development
attempt to manage it or not. Risk exists whetherisks.
you acknowledge it, whether you believe it,
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Figure 15-1. Risk Hierarchy
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Risks related to the system development generallgandling of risk. It is a process, not a series of
are traceable to achieving life cycle customervents. Risk management depends on risk man-
requirements. Product risks include both end prodagement planning, early identification and analy-
uct risks that relate to the basic performance anslis of risks, continuous risk tracking and reassess-
cost of the system, and to enabling products thahent, early implementation of corrective actions,
relate to the products that produce, maintaincommunication, documentation, and coordination.
support, test, train, and dispose of the system. Though there are many ways to structure risk man-
agement, this book will structure it as having four
Risks relating to the management of the developparts: Planning, Assessment, Handling, and Moni-
ment effort can be technical management risk otoring. As depicted in Figure 15-2 all of the parts
risk caused by external influences. Risks dealingre interlocked to demonstrate that after initial
with the internal technical management includeplanning the parts begin to be dependent on each
those associated with schedules, resources, wodther. Illustrating this, Figure 15-3 shows the key
flow, on time deliverables, availability of appro- control and feedback relationships in the process.
priate personnel, potential bottlenecks, critical path
operations and the like. Risks dealing with exterRisk Planning
nal influences include resource availability, higher
authority delegation, level of program visibility, Risk Planning is the continuing process of devel-
regulatory requirements, and the like. oping an organized, comprehensive approach to
risk management. The initial planning includes
establishing a strategy; establishing goals and
15.2 RISK MANAGEMENT objectives; planning assessment, handling, and
monitoring activities; identifying resources, tasks,
Risk management is an organized method for iderand responsibilities; organizing and training risk
tifying and measuring risk and for selecting, management IPT members; establishing a method
developing, and implementing options for theto track risk items; and establishing a method to

Plan
(What, when,

Assess
(Identify and
analyze)

Monitor
and Report
(Know what's
happening)

(Mitigate the
risk)

A Continuous Interlocked Process—Not an Event

Figure 15-2. Four Elements of Risk Management
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Figure 15-3. Risk Management Control and Feedback

document and disseminate information on ahange. Judgment of the risk impact and the
continuous basis. method of handling the risk must be reassessed

and potentially altered as events unfold. Since these
In a systems engineering environment risk planevents are continually changing, the planning
ning should be: process is a continuous one.

* Inherent (imbedded) in systems engineeringRisk Assessment
planning and other related planning, such as
producibility, supportability, and configuration Risk assessment consistsidéntifyingandana-
management; lyzing the risks associated with the life cycle of
the system.
+ A documented, continuous effort;
Risk Identification Activities
* Integrated among all activities;
Risk identification activities establish what risks
* Integrated with other planning, such as systemare of concern. These activities include:
engineering planning, supportability analysis,
production planning, configuration and datae Identifying risk/uncertainty sources and drivers,
management, etc.;
» Transforming uncertainty into risk,
* Integrated with previous and future phases; and
* Quantifying risk,

Selective for each Configuration Baseline.
» Establishing probability, and
Risk is altered by time. As we try to control or
alter risk, its probability and/or consequence wille  Establishing the priority of risk items.
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As shown by Figure 15-4 the initial identification On such a graph risk increases on the diagonal and
process starts with an identification of potentialprovides a method for assessing relative risk. Once
risk items in each of the four risk areas. Risks rethe relative risk is known, a priority list can be
lated to the system performance and supportingstablished and risk analysis can begin.
products are generally organized by WBS and ini-
tially determined by expert assessment of teamRisk identification efforts can also include activi-
and individuals in the development enterpriseties that help define the probability or consequences
These risks tend to be those that require follow-upf a risk item, such as:
guantitative assessment. Internal process and ex-
ternal influence risks are also determined by exs Testing and analyzing uncertainty away,
pert assessment within the enterprise, as well as
through the use of risk area templates similar te Testing to understand probability and conse-
those found in DoD 4245.7-M. The DoD 4245.7- quences, and
M templates describe the risk areas associated with
system acquisition management processes, and Activities that quantify risk where the qualita-
provide methods for reducing traditional risks in  tive nature of high, moderate, low estimates are
each area. These templates should be tailored for insufficient for adequate understanding.
specific program use based on expert feedback.

Risk Analysis Activities
After identifying the risk items, the risk level
should be established. One common method iRisk analysis activities continue the assessment
through the use of a matrix such as shown in Figprocess by refining the description of identified
ure 15-5. Each item is associated with a block imisk event through isolation of the cause of risk,
the matrix to establish relative risk among themdetermination of the full impact of risk, and the

Identify and List All Risks

¢ Product

* Supporting products

¢ Internal management processes
¢ External influences

Establish a Risk Definition Matrix
and Assign Risks to a Risk Area
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Establish a Risk Priority List
’  Prioritize risk based on matrix
» Establish critical “high risk” list

e Establish a “moderate risk” list

Figure 15-4. Initial Risk Identificaiton
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Figure 15-5. Simple Risk Matrix

determination and choose of alternative courses of How does it affect the overall situation?
action. They are used to determine what risk should
be tracked, what data is used to track risk, and what Development of a watch list (prioritized list of
methods are used to handle the risk. risk items that demand constant attention by
management) and a set of metrics to determine
Risk analysis explores the options, opportunities, if risks are steady, increasing, or decreasing.
and alternatives associated with the risk. It ad-
dresses the questions of how many legitimate ways Development of a feedback system to track
the risk could be dealt with and the best way to do metrics and other risk management data.
so0. It examines sensitivity, and risk interrelation-
ships by analyzing impacts and sensitivity ofe Development of quantified risk assessment.
related risks and performance variation. It further
analyzes the impact of potential and accomplishedQuantified risk assessment is a formal quantifica-
external and internal changes. tion of probabilities of occurrence and conse-
guences using a top-down structured process
Risk analysis activities that help define the scopdollowing the WBS. For each element, risks are
and sensitivity of the risk item include finding assessed through analysis, simulation and test to
answers to the following questions: determine statistical probability and specific
conditions caused by the occurrence of the
» |If something changes, will risk change faster,consequence.
slower, or at the same pace?
Cautions in Risk Assessments
« If a given risk item occurs, what collateral

effects happen? Reliance solely on numerical values from simula-
tions and analysis should be avoided. Do not lose
» How does it affect other risks? sight of the actual source and consequences of the

risks. Testing does not eliminate risk. It only
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provides data to assess and analyze risk. Most ef Incremental development, such as preplanned
all, beware of manipulating relative numbers, such product improvement, to dissociate the design
as ‘risk index” or “risk scales,” even when based from high-risk components that can be devel-
on expert opinion, as quantified data. They are oped separately,
important information, but they are largely sub-
jective and relative; they do not necessarily define Technology maturation that allows high-risk
risk accurately. Numbers such as these should components to be developed separately while
always be the subject of a sensitivity analysis. the basic development uses a less risky and
lower-performance temporary substitute,
Risk Handling
» Test, analyze and fix that allows understanding
Once the risks have been categorized and analyzed, to lead to lower risk design changes. (Test can
the process of handling those risks is initiated. The be replaced by demonstration, inspection, early
prime purpose of risk handling activities is to miti-  prototyping, reviews, metric tracking, experi-
gate risk. Methods for doing this are numerous, mentation, models and mock-ups, simulation,
but all fall into four basic categories: or any other input or set of inputs that gives a
better understanding of the risk),
* Risk Avoidance,
* Robust design that produces a design with sub-

» Risk Control, stantial margin such that risk is reduced, and

» Risk Assumption, and » The open system approach that emphasizes use
of generally accepted interface standards that

» Risk Transfer. provide proven solutions to component design
problems.

Avoidance

To avoid risk, remove requirements that represenicceptance
uncertainty and high risk (probability or conse-Acceptance is the deliberate acceptance of the risk
guence.) Avoidance includes trading off risk forbecause it is low enough in probability and/or con-
performance or other capability, and it is a keysequence to be reasonably assumed without
activity during requirements analysis. Avoidanceimpacting the development effort. Key techniques
requires understanding of priorities in requirement$or handling accepted risk are budget and sched-
and constraints. Are they mission critical, missionule reserves for unplanned activities and continu-
enhancing, nice to have, or “bells and whistles?”ous assessment (to assure accepted risks are main-
tained at acceptance level). The basic objective of
Control risk management in systems engineering is to
Control is the deliberate use of the design proces®gduce all risk to an acceptable level.
to lower the risk to acceptable levels. It requires
the disciplined application of the systems engi-The strong budgetary strain and tight schedules
neering process and detailed knowledge of then DoD programs tends to reduce the program
technical area associated with the design. Contrehanager’s and system engineer’s capability to pro-
techniques are plentiful and include: vide reserve. By identifying a risk as acceptable,
the worst-case outcome is being declared accept-
» Multiple concurrent design to provide more able. Accordingly, the level of risk considered
than one design path to a solution, acceptable should be chosen very carefully in a
DoD acquisition program.
» Alternative low-risk design to minimize the risk
of a design solution by using the lowest-risk
design option,
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Transfer Monitoring and Reporting

Transfer can be used to reduce risk by moving the

risk from one area of design to another where &isk monitoring is the continuous process of track-

design solution is less risky. Examples of this ining and evaluating the risk management process

clude: by metric reporting, enterprise feedback on watch
list items, and regular enterprise input on poten-

» Assignment to hardware (versus software) otial developing risks. (The metrics, watch lists, and

vice versa; and feedback system are developed and maintained as

an assessment activity.) The output of this process

» Use of functional partitioning to allocate per- is then distributed throughout the enterprise, so that

formance based on risk factors. all those involved with the program are aware of

the risks that affect their efforts and the system

Transfer is most associated with the act of assigrdevelopment as a whole.

ing, delegating, or paying someone to assume the

risk. To some extent transfer always occurs whepecial Case — Integration as Risk

contracting or tasking another activity. The con-

tract or tasking document sets up agreements thhitegration of technologies in a complex system is

can transfer risk from the government to contraca technology in itself! Technology integration dur-

tor, program office to agency, and vice versa. Typiing design may be a high-risk item. It is not nor-

cal methods include insurance, warranties, anthally assessed or analyzed as a separately identi-

incentive clauses. Risk is never truly transferredfied risk item. If integration risks are not properly

If the risk isn’t mitigated by the delegated activity identified during development of the functional

it still affects your project or program. baseline, they will demonstrate themselves as
serious problems in the development of the product

Key areas to review before using transfer are:  baseline.

» How well can the delegated activity handle theSpecial Case — Software Risk
risk? Transfer is effective only to the level the
risk taker can handle it. Based on past history, software development is
often a high-risk area. Among the causes of per-
» How well will the delegated activity solution formance, schedule, and cost deficiencies have
integrate into your project or program? Trans-been:
fer is effective only if the method is integrated
with the overall effort. For example, is the war-+ Imperfect understanding of operational
ranty action coordinated with operators and requirements and its translation into source
maintainers? instructions,

» Was the method of tasking the delegated active Risk tracking and handling,
ity proper? Transfer is effective only if the trans-
fer mechanism is valid. For example, can in- Insufficient comprehension of interface
centives be “gamed?” constraints, and

» Who has the most control over the risk? If thes Lack of sufficient qualified personnel.
project or program has no or little control over
the risk item, then transfer should be considRisk Awareness
ered to delegate the risk to those most likely to
be able to control it. All members of the enterprise developing the
system must understand the need to pay atten-
tion tothe existence and changing nature of risk.
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Consequences that are unanticipated can seriougly Risk management is associated with a clear
disrupt a development effort. The uneasy feeling understanding of probability.
that something is wrong, despite assurances that
all is fine may be valid. These kinds of intuitionse Risk management is an essential and integral
have allowed humanity to survive the slings and part of technical program management (systems
arrows of outrageous fortune throughout history. engineering).
Though generally viewed as non-analytical, these
apprehensions should not be ignored. Experience Risks and uncertainties must be identified,
indicates those non-specific warnings have validity, analyzed, handled, and tracked.
and should be quantified as soon as possible.
e There are four basic ways of handling risk:
avoidance, transfer, acceptance, and control.
15.3 SUMMARY POINTS
» Program risks are classified as low, moderate,
» Riskis inherentin all activities. or high depending on consequences and
probability of occurrence. Risk classification
» Riskis composed of knowledge of two charac- should be based on quantified data to the extent
teristics of a possible negative future event: possible.
probability of occurrence and consequences of
occurrence.

140



Chapter 15 Risk Management

SUPPLEMENT 15-A

RISK MANAGEMENT
IN DOD ACQUISITION

Policy Factoring Risk Management into the Process

DoD policy is quite clear in regard to risk Risk management, as an integral part of the over-
management: it must be done. all program planning and management process, is
enhanced by applying a controlled, consistent,
The PM shall identify the risk areas in the pro-approach to systems engineering and using inte-
gram and integrate risk management within overaligrated teams for both product development and
program managemen{oD 5000.2-R.) management control. Programs should be transi-
tioned to the next phase only if risk is at the appro-
In addition, DoDD 5000.4 identifies risk and costpriate level. Know the risk drivers behind the esti-
analysis as a responsibility of the program managemates. By its nature there are always subjective
aspects to assessing and analyzing risk at the sys-
Risk Management View tem level, even though they tend to be represented
as quantitative and/or analytically objective.
A DSMC study indicates that major programs
which declared moderate risk at Milestone B havéRisk and Phases
been more successful in terms of meeting cost and
schedule goals than those which declared low risRisk management begins in the Concept and Tech-
(DSMC TR 2-95). This strongly implies that pro- nology Development phase. During Concept Ex-
gram offices that understand and respect risk mamploration initial system level risk assessments are
agement will be more successful. For this reasommade. Unknown-unknowns, uncertainty, and some
the program office needs to adopt a systems-levéligh-risk elements are normal and expected. When
view of risk. The systems engineer provides thisubstantial technical risk exists, the Component
view. Systems Engineering is the cornerstone oAdvanced Development stage is appropriate, and
program office risk management program becausis included in the life-cycle process specifically as
it is the connection to realistic assessment of prodan opportunity to address and reduce risks to a level
uct maturity and development, and the product isthat are consistent with movement into systems
in the final analysis, what system acquisition isacquisition.
really about.
The S&T community has a number of vehicles
However, the program office has external risks tavailable that are appropriate for examining tech-
deal with as well as the internal risks prevalent imology in application and for undertaking risk
the development process. The Systems Engineeeduction activities. These include Advanced
has to provide the program manager internal riskechnology Demonstrations, Advanced Concept
data in a manner that aids the handling of th@echnology Demonstrations, as well as Joint
external risks. In short, the systems engineer mus¥arfighting Experiments. The focus of the activi-
present bad news such that it is reasonable artigs undertaken during these risk reduction stages
compelling to higher levels of authority. Seeinclude:
Chapter 20 for further discussion on this topic.
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» Testing, analyzing, or mitigating system andhistory indicates that the results will eventually
subsystem uncertainty and high risk out of theshow the fallacy of speed over common sense. And
program. to fix the problem in later stages of development—

or even after deployment—can be hugely expen-

» Demonstrating technology sufficient to uncoversive in terms of both monetary cost and human
system and subsystem unknown-unknowndgves.

(especially for integration).
The prevailing presumption at Milestone B is that

« Planning for risk management during thethe system is ready for engineering development.
transition to and continuation of systems ac-After this, the acquisition community generally
quisition during the System Development andassumes that risk is moderate to low, that the tech-
Demonstration phase, especially handling anahology is “available.” There is evidence to support
tracking of moderate risk. the assertion that programs often progress into

engineering development with risks that actually

System Development and Demonstration requiresequire substantial exploratory and applied re-

the application of product and manufacturingsearch and development to bring them to the mod-

engineering, which can be disrupted if the techerate levels of risk or lower. One approach that has
nology development is not sufficient to supportproven successful in making objective risk assess-
engineering development. Risk management iments is the use of independent evaluation teams.

during this phase emphasizes: Groups that have no pre-determined interest to
protect or axe to grind are often capable of provid-
» Reduction and control of moderate risks, ing excellent advice regarding the extent to which

a system is ready to proceed to the next level of

 Allrisks under management including emergingdevelopment and subsequent phases.
ones, and

Risk Classification on the

* Maintenance of risk levels and reaction toSystem (Program) Level
problems.

Classification definitions should be established
Objective Assessment of Technology early and remain consistent throughout the pro-

gram. The program office should assess the risks
The revised acquisition process has been delibeof achieving performance, schedule, and cost in
ately structured to encourage and allow programslear and accurate terms of both probability and
to progress through appropriate risk reductiorconsequence. Where there is disagreement about
stages and phases, based on an objective assebe risk, assessment efforts should be immediately
ment of the maturity levels associated with thdancreased. Confusion over risk is the worst pro-
products and systems under development. It igram risk, because it puts in doubt the validity of
therefore, particularly important that programthe risk management process, and therefore,
managers and their staffs ensure that the decisiomghether program reality is truly understood.
made regarding recommendations to proceed, and
the paths to be taken, be based on as impatrtial afithe system level risk assessment requires integra-
objective opinions as possible. The temptation ision and interpretation of the quantified risk
always to move ahead and not to delay to improvassessment of the parts. This requires reasonable
the robustness of a given product or system. Whejudgement. Because integration increases the po-
systems are hurried into engineering developmertential for risk, it is reasonable to assume overall
and production, in spite of the fact that the underrisk is not better than the sum of objective data for
lying technologies require further development.the parts.
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Reality Versus Expectations Formal systems engineering with risk management
incorporated can provide the verifiable informa-
Program managers are burdened with the expecttien. However, the systems engineer also has the
tions of superiors and others that have control ovenresponsibility to adequately explain probability and
the program office’s environment. Pressure to aceonsequences such that the program manager can
commodate these expectations is high. If the sysaccept the reality of the risk and override higher
tems engineer cannot communicate the reality devel expectations.
risk in terms that are understandable, acceptable,
or sufficiently verifiable to management, then thesdJncertainty is a special case, and very dangerous
pressures may override vertical communication ofn an atmosphere of high level expectations. Pre-
actual risk. sentation of uncertainty issues should strongly em-
phasize consequences, show probability trends, and
develop “most likely” alternatives for probability.
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SUPPLEMENT 15-B

MODEL FOR
SYSTEM LEVEL
RISK ASSESSMENT

The following may be used to assist in making preliminary judgments regarding risk classifications:

Low Risk

Moderate Risk

High Risk

Consequences

Insignificant cost,
schedule, or technical
impact

Affects program
objectives, cost, or
schedule; however
cost, schedule,
performance are
achievable

Significant impact,

requiring reserve
alternate courses ¢
action to recover

or

—

Probability of

Little or no estimated

Probability sufficient

y

High likelihood of

demonstrated
previously

tests in relevant
environments require

d

results

order to achieve
required/desired

Occurrence likelihood high to be of concern occurrence

to management
Extent of Full-scale, integrated Has been demonstrated  Significant design
Demonstration technology has been but design changes changes required in

Existence of
Capability

Capability exists in
known products;
requires integration
into new system

Capability exists, but
not at performance
levels required for
new system

Capability does ng
currently exist

—

Also see Technology Readiness Levels matrix in Chapter 2
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